Introduction
Wireless communications research is investigating how to make better use of the radio frequency (RF) spectrum. Increasing the throughput per unit bandwidth (spectral efficiency) is a popular choice that is continuously improved and employed in practice. Reusing frequency bands opportunistically (dynamic spectrum access or DSA) is still in the research phase, but is likely to make its transition to practice in the near future based on the currently ongoing license auctions for the AWS-3 and other bands in the United States.
These techniques are covered in graduate-level electrical engineering classes, but cannot easily be introduced to undergraduate students. Undergraduate engineering students struggle with the basic concepts in wireless communications. We therefore propose the development of visualization and gamification tools to be used in undergraduate courses. Gamification refers to the use of game design elements in non-game contexts, products, and services 1,2 . Gamification is also considered a useful tool to motivate and enhance learning. To apply gamification to educate about basic and modern wireless communications principles, a wireless communications simulator or testbed is needed. A testbed allows for actually transmitting and receiving data over the air.
A cognitive radio testbed consists of cognitive radio nodes. Each node has a cognitive agent or engine that controls a flexible radio or set of radios. The cognitive engine is usually implemented as a complex algorithm that may evolve over time. Initially, an operator or agent may have very limited knowledge about how to effectively operate the radios. A cognitive agent is able to learn how to adapt its information transmission and other radio parameters to a given situation. Our approach is to replace the cognitive agent with a student. A student can then control a flexible radio in a wireless testbed under a gaming scenario to achieve a challenging wireless communication "mission". Multiple students can participate in the scenario as individuals or in groups. As students operate their radios, they will observe cause and effect and learn to apply and improve their knowledge of material currently covered in undergraduate communications courses in order Page 26.1743.3
to make better decisions and achieve more rewarding outcomes. Students will be in situations where there is a need to cooperate their transmissions with their classmates to get the best overall benefit (score) or operate selfishly to maximize their own score. Lessons learned through this game-like process representing real-world communication challenges can be further discussed in class. We expect that students will be strongly motivated to learn more about advanced wireless communication principles and to learn how cognitive radios work.
Figure 1a illustrates a cognitive engine (artificial intelligence to provide an optimized communication performance) taking as inputs the wireless environmental parameters to turn the knobs and meters of the radio or radios it controls based on the acquired knowledge and policies. The cognitive engine in Figure 1b is the student, who observes and controls the radio(s) and learns from their own and other students' actions. This paper will present a prototype of a wireless testbed using the educational gaming approach. We will discuss example scenarios, visualization tools, class modules, and evaluation methods. Evidence from past experience using similar methods will be also discussed. We believe that the learning effect and engagement will significantly improve learning of undergraduate communications engineering content over traditional methods and also promote and enable introduction of advanced wireless communication concepts into the undergraduate curriculum. To ensure widespread relevance of the tutorials, we are developing them in collaboration with faculty from a variety of institutions and programs that represent undergraduate-only engineering and engineering technology programs, historically black colleges and universities, and research universities. We hope that the proposed gamification approach can be effectively introduced into other curricula to enhance undergraduate and graduate education and research engagement in related engineering and science fields.
Problem statement and objectives
There is a jumble of symbols, concepts, channels, systems and standards that make wireless communications sound very abstract and incomprehensive. (This is true for other engineering Page 26.1743.4
and science fields, too, but we focus on wireless here.) The question we raise is can we provide better access and understanding of these concepts and introduce them into the undergraduate engineering curriculum?
Rather than looking at equations and variables, our objective is providing an intuitive and practical understanding of wireless communications principles to a student population that has limited theoretical background. We propose an interactive human-computer interface (HCI) that provides users with human-intelligible feedback on the radio environment as a function of time, frequency and space to leverage active learning by letting the students become the operators of a wireless communications system. This will provide a better feeling for the parameters that enable as well as govern real-time information exchange over-the-air, making them more tangible and intuitive like a steering wheel, gear, shift, and pedals are for driving a car.
This paper presents our initial work on developing such educational tools using our Cognitive Radio Network Testbed (CORNET). The tools will be part of a new teaching methodology that complements traditional learning methods and can be applied before, during, and after describing the theory. Our long-term objective is to examine the following educational research questions: 1. Does a visual lab learning environment make the field of radio communications more accessible to undergraduate students? 2. Is learning improved when compared to traditional teaching methods? 3. Do these undergraduate students persist in the field? 4. Are the students more motivated to learn and feel integrated in the learning process independent of their background and experience?
The long-term effect will be demonstrated in terms of professional success and an evolved society.
Background and related work
Successful university-level STEM programs continuously adapt faculty expertise and improve undergraduate curriculums to advances in technology. One example addressed by CORNET is dynamic spectrum access (DSA). DSA, also referred to as dynamic spectrum management (DSM), is a set of techniques based on concepts in network information theory and game theory utilized to create an adaptive spectrum allocation model for wireless communications. DSA has the potential to overcome impending interference limitations and significantly improve the capacity of high-volume communication networks.
Historically, interference in wireless communications has been mitigated with the regulation of frequency spectrum at the government level. Static spectrum management has effectively minimized interference in wireless communications. However, it can result in inefficient radio spectrum use and has become a limitation with increasing demand for broadband wireless internet access. Suitable radio spectrum (the portion with the best trade-off between transmission range and available bandwidth, between 300 MHz and 3 GHz) has become a valuable resource. Worldwide studies also indicate these bands are underutilized within the static spectrum management model 3 . As a result, researchers and spectrum regulators have proposed DSM to optimize spectrum use.
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DSA systems can adapt carrier frequencies and bandwidth of transmitted signals to the operating environment. Unused spectrum bands may be utilized in an adaptive manner to optimize the use of radio spectrum. The term cognitive radio may also be used to describe wireless systems capable of DSA. A cognitive radio autonomously decides how to access the spectrum; a cognitive engine processes environmental information and learns how to turn the knobs of the radio transmitter, receiver or system. When the cognitive radio is based on software-defined radio (SDR) technology, it has a high degree of flexibility to implement the waveform that best adapts to the current radio environment and internal conditions, such as available processing resources and battery capacity. Cognitive radio can enhance many communications principles, including link adaptation, bandwidth management, channel access, multiple-input-multiple output (MIMO) communication, pre-cancellation of estimated interference.
Gamification is the application of digital game techniques to 'non-game' problems 4 . Current trends in education research indicate education-based games motivate and engage users, reinforce rational reasoning, and facilitate learning. Interest in innovative methods for humancomputer interaction and cognitive psychology can be leveraged to develop educational tools for teaching advanced engineering principles.
Related work in the field of gamification for wireless communications include the MANIAC challenge for ad-hoc networks, the DARPA spectrum challenge for agile interference-tolerant wireless systems, the Engineering Education Island project developed at the University of Ulster, and an interactive DSA game utilizing software radios called Spectrum-wars.
The MANIAC Challenge 5 is a competition created to better understand cooperation and interoperability in ad-hoc networks. Student teams comprise a wireless ad-hoc network. Organizers generate traffic destined to some point in the network. A hop-by-hop bidding contest decides the path of each data packet to its destination. Teams are judged by the percentage of relayed traffic that reaches its destination.
In 2013, the Defense Advanced Research Projects Agency (DARPA) held the first DARPA Spectrum Challenge 6 . Participants in the challenge competed to demonstrate an optimal radio protocol for a given communication channel in the presence of other dynamic users and interfering signals. Teams integrated their own software radio with common radio hardware to evaluate link performance in a structured test-bed environment.
The Serious Games and Virtual Worlds research team at the University of Ulster-Intelligent Systems Research Center created the Engineering Island project to investigate how virtual worlds (VWs) could be effectively used for teaching and learning. The VW environments contain a range of interactive engineering demonstrations that allowed the project to assess the perceived benefits of three-dimensional VWs for education 7 .
Spectrum Wars borrowed from both MANIAC and DARPA spectrum challenges. However, where both the MANIAC and DARPA projects required dedicated communication systems and user expertise, Spectrum Wars is educational tool in a game format that can be played by participants with no prior knowledge of wireless communication systems in general 8 .
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Approach
We leverage our wireless testbed, combining different 2D and 3D views of the radio environment with gamification features. Below we present the testbed, the design choices and tools.
CORNET
CORNET mimics a real-world wireless system while providing a safe operating environment for over-the-air transmission at low power or under experimental licenses 9 . It consists of 48 SDR nodes that are spread on four floors of a building (Fig. 2) . A node can be individually or jointly accessed to develop, execute, or control a radio transmitter, receiver or network. CORNET is unique among national and international tesbeds of its kind 10 . It offers free access to a wide range of experimental research and educational tools based on open-source software and flexible hardware. An FCC experimental license agreement allows using several frequency bands for testing new wireless communications techniques and technologies.
One of the primary concepts behind cognitive radios is the ability to dynamically adapt the radio transmission parameters, including the transmission band. The second generation of Universal Software Radio Peripheral, USRP2, provides this capability by using tunable RF daughter boards 11 . Each SDR node thus consists of a USRP2 radio front ends with WBX daughterboard capable of tuning to center frequencies between 50 MHz to 2.2 GHz. Each USRP is connected via Gigabit Ethernet to a powerful server which runs the digital signal processing algorithms that define the shapes, the signal, and defines the channel access mechanism. A gateway server provides remote access to each one of the radio nodes.
Our testbed provides an ideal environment for developing, testing and evolving visualization and gamification tools that illustrate current challenges in wireless communication to undergraduate engineering students. 
Design choices

Visualization
Learning fundamental and advanced radio resource management concepts needs a prior understanding of many concepts. Some of these can be modeled, making them tangible for undergraduate students. Visualization is a powerful tool as it allows hiding or highlighted specific aspects or effects of the radio environment. We expect that the cognitive scaffolding approach that we have developed in a previous project will be useful in the early stages of design. Specifically, it can serve as an analytic evaluation tool to guide early versions of the software. However, as the iterations progresses, the value of empirical evaluations increases. This dynamism makes sense as the development effort shifts from the fundamental functionality to the usability of the client interface in supporting the specific activities and detailed work flows of the game play and the undergraduate assignments.
In order for the broadest impact and adoption of our curriculum modules, we will build the platform with web-based technology. The user interface then, is simply an HTML5 web page that can be loaded on desktops and mobile devices. We will build the 3-D Game based on the robust open-source X3D WebGL library, X3DOM.org 12, 13 . X3DOM enables interactive, hardwareaccelerated 3-D graphics natively in a web-page, with the ability to share events and data with the ecology of web media and services. Multi-user, distributed virtual environments have recently been demonstrated using only 'native' web technologies 14, 15 .
 Color-Color perception is a fundamental example of pre-attentive processes and scientific visualization practice still lagging well behind research 16, 17 . In addition, we must also consider other attributes that impact a user's perception, interpretation and sensemaking 18 . Specifically, transparency, iso-surface contours, and glyphs can all be used to represent different quantitative variables over time and space.
Tradeoffs will need to be made to limit the communications and processing delay for real-time experience. The colors and number of involved colors or shades need to be carefully chosen. Also, only the relevant information should be displayed to catch the student's focus on a particular aspect of the environment. We have faced these tradeoffs with our initial visualization implementation.
 Human-computer interface (HCI)-We propose to enable humans to interact with the radio frequency signal environment through an interactive user interface that engages human perception and information processing capabilities. This interface will allow spectral opportunities to be perceived, creating spectral glasses for the eyes (sensors) and the brains (humans or cognitive engines).
Gamification
Previous educational research concluded that the games need to have a special meaning to the student, inspire and provide virtually unlimited choices 1 . Page 26.1743.8
 Competition versus cooperation-Competition and cooperation can both increase motivation. A student who is motivated to learn often experiences the greatest reward when being able to help other students master the subject, too. Both techniques will therefore be considered. That is, some lab sessions will be of competitive and others of collaborative nature.
 Switch among different representations-Gilbert et al. 19 points out that there is no rule for the instructor to know when to switch between representations. We believe that a gradual switch from simple to sophisticated or complex, multi-resource abstractions will help the students understand complex processes. Alternatively, diving in and out and presenting the subject from different angles can be well suited in certain situations and as a function of the students' capability to follow such changes. The different representations should complement each other and provide a toolbox for students to engage in active learning. Understanding the duality between traditional, textbook representations and new ways of presenting the physical world is essential and needs to be emphasized. Options to highlight specific features and hide other will help the students understand the different information contained in the different representations and help them understand which representation to choose or filters to apply for analyzing a given problem.
 Game parameters-The resources to be managed are principally the radio resources, although computing resources (available processing capacity and power) may also be included. These resources are limited, and may be treated and traded as virtual money in other games. Understanding the dependencies between resources is of educational value and needs to be potentiated.
 Game rules-The game rules will be of the following form: In a single-player game the student acts as the radio operator and has the task to submit a certain amount of data in a defined frequency range. He or she can turn certain knobs that tune the transceiver to generate a specific waveform. The player gets credit for successful transmission and feedback about how well he or she performed in terms of spectral efficiency, throughput, bit error rate (error free transmission is not necessary in communications as a certain amount of bit errors can be tolerated for most if not all communications systems.) The student will have limited time and be allowed to perform a reasonable number of transmission attempts. After the time runs out, post-performance analysis will be provided that may include a video or a live demo about what a better parameter selection would have been for the experienced radio and computing (processing capacity, simulated battery power level, etc.) environment.
In a possible second version of the game, the student will be given the task to provide a (set of) service(s) to one user or a certain number of users. He or she may need to auction spectrum for network deployment through emulated short-term spectrum licensing, for instance. The student will need to make decisions quickly to use the resources in the best possible way. Again the performance is monitored, fed back in real time and analyzed after the game is over. A cognitive engine opponent and or confederate as a Non-Player Character (NPC) provides opportunity and practice to logical reasoning and mediating Page 26.1743.9
common biases in the human player. Table I describes how various game phases can load on these biases. Player reasons with respect to a "focal" hypothesis  Tutorials-According to recent studies tutorials should be optional, not mandatory as the true learning experience often comes from trial and error 20 . This is similar to the fact that we learn something when we are fully exposed to it, rather than by simply following instructions. That is, rather than providing instructions how to play and win the game, we believe that the goals to be achieved should be presented, whereas the knobs and meters should be obvious from the immersive game portal. After a game milestone is achievedindependent of whether successful or not-and after the game is over, the users' performance is explained, possibly with hints on how to be more successful the next time or, ideally, specific exercises that help understanding what happened in the game and how the improve. Conveying the underlying subject to be taught must not be forgotten in this context.
Snapshot of tools
Spectrum and signals are invisible. The signal power can be measured in different spectral bands and visualized in different forms. Figure 3 shows two examples.
All relevant radio communications parameters can be made explicitly available to students acting as radio operators. The visual tools and the game elements can help understanding what effect one or a set parameter values have on the spectrum as well as the correct decoding of transmitted information. Figure 4 shows a 3D spectrum screenshot obtained in real time while transmitting a frequency division duplex (FDD) orthogonal frequency division multiplexing (OFDM) signal similar to the one used in 4G.
Educational sessions
The learning objectives are numerous and range from gaining practical insights into some very basic to advanced communications principles and parameters. These include:
 Digital signal processing: modulation, coding, channel estimation and equalization, etc.,  Transmission power,  Bandwidth,  Multiuser channel access, Page 26.1743.10  Interference, and  Quality of service (QoS).
Below we describe three example interactive laboratory sessions that use our tools in the classrooms.
Session #1: Signals in the spectrum
Synopsis-A short lecture provides a very basic and high-level introduction on the concept of radio resources. As part of this lecture the students access the web-based visualization tools and scan some predefined spectrum bands. The instructor generates signals in some bands. The students comment their observations and discuss them with the instructor until they have all gained an understanding of what the colors (2-D) or hills and valleys (3-D) represent. Learning Objectives-The objective of this session is very simple: Understand the very basic concept of radio resources (spectrum, transmission power, etc.), spectrum occupation and interference. The final goal of this session is realizing the need for radio resource management.
Session #2: Bandwidth, modulation, and throughput
Synopsis-The students are given the task to observe the spectrum and figure out spectral opportunities. Each group selects a spectral hole or white space to transmit on. The students need to report the available bandwidth and chose a modulation schemes and data rate. The transmission power is first arbitrary and later limited to some threshold.
The students then activate their transmitters and get feedback of the use of spectrum. Students that successfully finish their task help other students resolving the formulas and choosing the right transmission parameters. Several combinations may exist. The students are challenged by, to successfully transmit at highest rate at a given power level and bandwidth and report their results, including bit or block error rate (BER, BLER), throughput and occupied bandwidth and time.
Learning Objectives-The learning goal is to understand the flexibility of SDR transceivers and the various options of adapting the transmission parameters. The second goal is making the students organize the use of spectrum and deploy a transmitter that best adapts to the radio environment. The concept of spectral efficiency is naturally introduced when analyzing the results.
Session #3: Cognitive radio
Synopsis-The students will be players of a game and get instructions how to operate their radios, mimicking a centrally-controlled cognitive radio. The players will observe the spectrum and analyze their transmitter options while waiting for instruction by the network. Once they receive a channel to transmit on for a certain amount of time, they assemble their transmitter as quick as possible and transmit until the timer runs out. Another time they are informed to transmit, a note pops up that they have to vacate the channel immediately. The system monitors their actions to later report how well they performed. The game is over when the data packets are transmitted requiring several transmission time slots.
The instructor then explains, what they just did is centrally-controlled secondary spectrum access and that they were allocated short term "licenses" for the first two transmissions. In the third case a primary user requests regaining the channel. When this happens, the secondary user needs to immediately vacate the channel. Signaling may happen in practice through a cognitive pilot channel.
Learning Objectives-The students' experiments are designed to help them understand the concepts of primary and secondary users (PUs/SUs), the concept of signaling or control channel, the pros and cons of a centrally controlled cognitive radio networks, and the difference between short-term licensing and opportunistic access. Page 26.1743.12
Curriculum integration
The curriculum development needs to be cautiously planned for a successful integration of the newly developed teaching methods and tools. The integration is ongoing at two institutions of higher education for the following (junior and senior level) courses: The students will use a computer to access the web-based visualization tools and games controlling the radios of CORNET. The tested nodes are accordingly scheduled for in and out-of class use.
Evaluation
Evaluation has two different components: evaluation of tools and evaluation of students. The evaluation and grading of student work may help evaluating the tools. To increase the learning effect as well as get valuable feedback about the teaching method and tools, students may provide a self-evaluation, indicating where they felt they did well and where not during an exercise or game and reason about what they would do differently next time. The instructor can use this to understand the students' background and level of understanding, before providing more personalized feedback.
Donovan et al. 21 evaluates the benefits of the gamified course by evaluating benefits-grades, attendance-versus cost of deployment and maintenance. This is a valid metric to merge both evaluation subjects.
Student evaluation
We believe that students should be assessed based on the reasoning behind their "game" choices and the level of the established learning goals achieved, rather than the actual game score. Students can therefore be asked to explain their choices or outcomes and present alternative strategies. Hence, it is important to integrate this with the lecture and learning goals.
Using empty points and badges to manipulate the students' decisions to make the right decisions may not be the best option. Rather, students who are able to accomplish meaningful goals, goals that they define and redefine along the learning journey, may have a better effect.
On the other hand, metrics that allow a pseudo-objective or, at least, consistent and fair evaluation of the students' performances need to be defined. Since the proposed tools are meant to complement the lectures and labs and help achieving the learning goals, another option is to evaluate the students using traditional evaluation techniques-based on homework, exams, presentations, etc., after being exposed to the tools.
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Tool evaluation
The outcome of traditional examination techniques with students who were exposed to the new tools and those who were not will provide some insights about the usefulness of the tools. Instructors may choose or choose not to use these tools in parallel classes or decide when to introduce them. Some insights about the usefulness of the tools can be gained from this.
If traditional student evaluation methods are applied, students may be examined before and after being exposed to the tools. If all other external factors could be eliminated, this would indicate how well the tools prepare the students for their exams, in the short term, and for their profession, in the long term. External factors cannot be fully eliminated, though, so this technique cannot give absolute results.
The students that are exposed to the tools will have the freedom to select their representation of choice as well as switch between representations as many times as desired. By offering different views and measuring which the students preferred or where they spent most of their time for solving one or another task will help evaluating the usefulness of tools and guide future development.
Risks
We apply visualization and gamification techniques to wireless communications and introduce them to undergraduate engineering education not to substitute traditional teaching methods, but to complement them. Our hope is that the tools will engage students in the learning process and help grasping complex concepts. However, as pointed out in Section 3 of 19 , students often have difficulty understanding what the visualization represents. Spectrum is neither visible nor tangible and we provide a computer-aided visual representation of it, based on real measurements and signal processing, called spectrum sensing. In other words, colors, shapes or other visual effects represent physical phenomena, but are not phenomena by themselves. To mitigate this risk, it might be useful to explain how the visual representation are obtained or even let the students develop parts of it. The waterfall plots representing interference temperature, for instance, are simply color-coded versions of measured and processed data samples based on spectrum analysis or sensing techniques.
Gamification in education has the additional risk of losing the link to educational, moving to the background. Developing highly-engaging games is the objective of every game developer, but for a game to be engaging abstractions and inventions may be needed. Such games can become an addiction, whereas an educational game would most probably not. Once the taught concepts are fully mastered by the student, the purpose of the educational game has been achieved and there is no point in continuing playing the game. In other words, there is a tradeoff between developing sophisticated visualization and gaming options, which may mask or even modify physical meanings, and simplistic tools that do not present sufficient challenges or options for the student to engage. Independent of the level of sophistication, what physical resource is represented, needs to be properly conveyed.
Gaming can easily distract from the educational goal, either because it is too exciting/abstract or too easy. Similarly, if the tools become too sophisticated, the physical meaning of actions and Page 26.1743.14 reactions might become too abstract. This means that the games need to be carefully crafted and should open a new window for knowledge acquisition in wireless communications.
The game outcome is not the score, but rather the educational effect it has on the students who are the players of the game. The player will receive statistics indicating well he or she performed and how the performance can be improved. Understanding why the game was won or lost and what can be improved is what the student should take from the game. The game may accomplish capturing the players' attention for playing it again and again until the goals are achieved and understood. The player may then pass to the next level of the game or get new assignments that require consulting text books or other resources before being able to continue with the game.
Conclusions and outlook
This paper presents our contribution to electrical engineering education. We suggest enhancing undergraduate communications courses to make them more interesting, tractable, and effective. Our approach is combining visualization with gamification techniques to illustrate abstract concepts to students. The main concept is providing students with a flexible wireless communications testbed and tools that facilitate experimenting and experiencing cause and effect by using different forms of visualization. Gamification provides extra motivation by defining tasks to be resolved by means exploration. We are currently integrating the tools in different undergraduate communications courses at two schools while continuously developing and refining them. These tools will be available for use from 9 and will be portable to other testbeds. Our long-term goal is engaging more students and helping them understand critical communications principles and emerging wireless technologies to be able to use them effectively in R&D or other professional contexts.
